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PABOYASA MPOrPAMMA YYEEHOW OUCLUUMNIUHDI
51.B.[1B.03.02 OpraHn3saums 3almLieHHbIX
BbIYMCIUTENbHbLIX CeTen
1. Kog n HammeHoBaHWe HanpaBleHUsi NOAroTOBKU/cNeunManbHOCTH:
10.05.01 KomnbloTepHas 6e30nacHOCTb
2. Mpodmnb nogroroBku/cneymnanmnsauua:
"Be3onacHOCTb KOMMNbLIOTEPHBIX CUCTEM U ceTen" (No oTpacnu unu B ciepe

npodeccnoHanbHON AeATENBHOCTI)

3. Keanudukauums (cteneHb) BoinyckHuka: Cneunanuct
4. dopma obyyeHMs: OYHaA

5. Kacheppa, oTBevarowias 3a peanmsauuio AUCLUUNIUHDbI:
Knbepbe30nacHOCTM MHPOPMALIMOHHBIX CUCTEM

6. CocTtaBuTENU NPpOrpamMmbi:

CrenaHey, FOnna AnekcaHapoBHa, K.T.H., AOLEHT Kadeapbl kKnbepbeszonacHoCTu
NHOPMALIMOHHBIX CUCTEM

7. PekomeHaoBaHa:
HMC dakynbTeta MMM, npotokon Ne 8 ot 15.04.2022

BHeceHbl nameHeHus: nportokon YC dakynbteta NMM, npoTtokon Ne 8 ot 27.02.2024
PekomeHaoBaHa ¢ nsmeHeHusamu: npotokon HMC cdakynbteTta MM, npotokon Ne 5 ot

22.03.2024

8. YuebHbIn rop: 2025/2026 CemecTtp(bl): 8



9. Llenu n 3agayum y4yebHOM AUCLUUNIIUHDI

[atoTca oblwme NpuHUMNbI opraHn3aumMm n yHKLMOHUPOBAHNST COBPEMEHHbLIX OTKPbIThIX
N 3aKpbITbIX CETEN, COBPEMEHHbIX CPeACTB aHanu3a n obHapyXeHnst UHHOOPMALMOHHbIX aTak 1
METOAOB 3alUnTbl UH(popMaLMKM B ceTax. A Takxe pacCMaTpUBAlOTCA OCHOBHbIE TEXHOMOIUN,
npumMeHsieMble Anst obecneveHms 6e30nacHOCTH ceTen.

B pamkax gucumnnunHbl n3y4arTca NpuHUMnbl 1 MeToabl obecneyeHnss 6e3onacHoCcTn u
aHanM3a COBPEMEHHbIX CeTeBbIX TEXHONOrMM C MNOCTPOEHWEM BUPTYyalnbHbIX KaHarnoB WU
TYHHENen nx HayudHblXx OCHOB. COBpPEMEHHbLIE TEXHOSIOMMM MOCTPOEHNUsI 6e30nacHbIX ceTen C
MCNONb30BaHNEM  MEXCETEBbIX 3KpaHOB, nMNepefaya [AaHHbIX 4Yepe3 WUHTEepHeT C
ncnonb3oBaHneM WNgpoBaHmus, obecneyeHne KoOHOUAEHUMANbHOCTU NepegaBaeMbiX AaHHbIX
yepes OTKPbITbIN KaHar.

10. MecTto y4yebGHOM pgucuunnuMHbl B cTpyktype OIlOI: gucuunnmMHa oOTHOCUTCA K
BapuaTMBHOW YacTu 6noka b1 gucunnnuH yyebHoro nnaxa.

11. MnaHupyemble pe3ynbTaTbl 00y4eHUA No AUCUUNNUHE/MOAYNK0 (3HAHUSA, YMeHuA,
HaBbIKK), COOTHECEHHbIE C MSIaHUPYEeMbIMU pe3yrnbTaTaMu OCBOEHUsi obpa3oBaTenbHOU
nporpaMmmbl (KOMMNETEHLUAMM) U UHAUKAaTOPaMU UX [OCTUXKEHUSA

Kop HasBaHue Kopg(bl) NHankaTtopbli(bl) MnaHupyemble pe3ynbTaTbl 00y4YeHnst
KOMMETEHLMM

MK-1 CnocobeH MNK-1.4 npoBoanT OLeHKy | 3HaerT:
NpoBOAWUTbL aHanus3 COOTBETCTBUSA TpeboBaHNs HOPMATUBHbIX
TpeboBaHui " MEXaH1U3MOB OOKYMEHTOB OLIEHKM COOTBETCTBUS
BbINOMHATL  paboThbl 6e3onacHoCTM MexaHu3mMoB 6e3onacHocTu
Nno NpoeKTUpoBaHUIO KOMIMbIOTEPHOM KOMMbIOTEPHON CUCTEMBI.
NporpamMmMHbIX " cucTeMbl TpeboBaHUAM
annapaTHbIX HOpPMaTUBHbIX YmeeT:
KOMMOHEHT [IOKYMEHTOB, a TakKXe | MpoBOAWUTb OLEHKYy COOTBETCTBUS
CUCTEMBI nx KOPPEKTHOCTN | MexaHU3MOB 6e3onacHocTK
6e3onacHoCTm CyLleCTBYyOLNM KOMMbIOTEPHOM CUCTEMDI
KOMMbIOTEPHbIX puckam; TpeboBaHNAM HOpPMaTMBHbIX
cUCTeEM U ceTel, B [OKYMEHTOB, a Takxe nx
TOM yncne c KOPPEKTHOCTH CYLLLECTBYOLLUM
ncnonb3oBaHNEM puckam.
COBPEMEHHbIX
MEeTO[0B M CPeacTB
3aWmThI
MHopmauun

MK-2 CnocobeH MNK-2.4 pa3pabaTbiBaeT 3HaerT:
npuHUMaTbL yyacTtue Monenu yrpos MoAaenun yrpo3 6e3onacHocTm
B  9KCneptuze MU GeaonacHocTu MHOPMaLUK U HapyLIUTeNe.
aHanuse MHd)OpMauMI/lM
ySI3BUMOCTEN, Yrpo3 HapywmTeneu YmeeT:
n WHUMUOEHTOB pa3pabaTbiBaTb MOAENN Yrpo3
WHOPMaLMOHHOM 6e3onacHocTy HdopmMauun
6e3onacHoCTH B HapyLuTenen.
KOMMbIOTEPHBIX
CUCTEMAX U ceTsx

MK-3 CnocobeH MK-3.2 3HaeT MeToapl | 3HaeT:
y4acTBOBaTb B agMWHUCTPUPOBaHMSA MeToAbl aAMUHUCTPUPOBAHUS CUCTEM
paboTax no CUCTEM yrnpaeneHnsa | ynpaeneHus cobbiTusmu
NPOEKTUPOBaHUIO COObITUAMM MHdopMaLIMOHHON 6e30NacHOCTH,
cuctem 3aWwmThl MHOPMaLMOHHON cucTeM obHapyXeHus n
nHdopmauun B 6e3onacHOCTN, CUCTEM | NPeaoTBPALLEHUS BTOPXEHUN,
KOMMbIOTEPHbIX obHapyxeHus U | MOHUTOPUHIra CO6bITUIN N MHUNOEHTOB.
cucteMax M ceTax npeaoTBpaLLeHms
npw peLueHmm BTOPXEHUN, YwmeerT:
npodeccuoHarnbHbIX MOHWUTOPUHra Ccob6bITUIA | NPOBOAMTL aHanus3 u gopmanusaumio
, N UHUMOEHTOB




nccrnenoBaTenbCKuX MNK-3.4 cnocobeH MNpoBOAWUTL | MOCTaBMEHHbIX 3agad B obnacTu
n NpyKnagHbIX aHanms n | 6esonacHocTu KOMIMbIOTEPHBIX
3afad hopmanusauumio CUCTEM U CETEN.
NoCTaBMeHHbIX 3a4a4 B
obnactu 6e3onacHocTu
KOMMbIOTEPHBIX CUCTEM
n ceten
12. O6bemM gucumnnmnHbl B 3a4eTHbIX eauHUuax/vyac - 3/108.
dopma NPOMEXYTOYHOM aTTeCTaLum - 3a4eT C OLEHKON.
13. TpyaoeMKoCTb NO BUAam y4ye6Hom paboTbl
TpynoéMKocTb (Yachl)
Mo cemecTpam
Bua yuebHom paboThl B ToM uucne 8
Bcero WHTEPaKTUBHON 8
dopme
AyOnTOpHbIE 3aHATUA 50 50
B TOM Yucne:
nekumm 16 16
MpakTnyeckne 0 0
JlabopaTtopHble 34 34
CamocToaTenbHas paboTa 58 58
KoHTponb 0 0
Uroro: 108 108
®dopma nNpoOMeEXyTOYHON sa4eT ¢ sayeT ¢
aTTecTauuu g 4
OLEHKOW OLEHKOM
13.1. CopgepxaHme QUCLUUNNUHbDI
Ne Peannzauusa
n/n pasgena
HaumeHoBaHue pa3gena OVUCUMMINHBI C
CopepxaHue pasgena oMCcuUmMninHbI
AVNCLMMANHBI MOMOLLbIO
OHMaWnH-Kypca,
QYMK
1. Nekunn
1.1 TunoBble yrpo3sbl CeTeBble aTaku. MexaHu3mbl peanu3aumm atak B ceTsax| https://edu.vsu.ru/c
ceteBon 6e3onacHocTn |[TCP/IP. MeTtoabl nepexBaTa CeETEBbIX COeAWHEHUIA B ourse/
ceTtax TCP/IP. MNpumepsbl ceTeBbix aTak B ceTtax TCP/IP.
TexHUYeckue Mepbl 3alMTbl OT CETEBbIX aTak.
1.2 Kpuntorpaduyeckme  |Kpuntorpaduyeckme NPOTOKOJbI obecneveHunsn
METOAbl 3aLUNThI Ge3onacHOCTU. 3almTa BUpTYyarbHbIX
MHdopmaumm B yacTHbIx ceTen (VPN). PaspaboTka 3aLmLieHHbIX
KOMMbITEPHBIX CETSX  [CETEBbIX MPUIOXEHUN.
1.3 lMporpammHo- CpepncTBa 3aLWMTbl TOKASIbHbIX CETEN NpY NOAKMYEHUN
annapaTHble cpeactBa K WMHTepHeT. 3awmta cepBepoB M paboumx CTaHUMNA.
obecneveHus CpenctBa U MeToAbl NpenoTBpalLeHns U 0BHapyXeHus
6e3onacHocTu B BTOPXEHUN.
KOMIMbIOTEPHBIX CETAX
2. NNabopaTtopHbie paboTbl
21 CTtpoeHue ceTen. M3yyeHne 6a30Bbix MEXaHN3MOB MOJyYeHUs
NMHdopMaummn 0 KoHurypaumm ceTu. lNMonyyeHne
HaBbIKOB paboTbl C pasfMyHbIMU NPOrpamMmMamu,
NO3BONALUMM ONpeaennTb KOHUrypaLm ceTm unm
KOHbMrypaumo oTaensHOro yCTponcTea B CETU. .
TpebyeTca Ansa BbINOMHEHWSA BCEX NOCIEAYOLLMX https.//éaltj:lrl;.g//su.ru/ <
nabopaTtopHbix paborT. =
2.2 YpanéHHbii 4ocTyn no M3yyeHne BoamMoxHocTemn npotokona SSH ans
npotokony SSH nony4YyeHns yaanéHHoro JocTyna K cepeepy.
MpymeHeHne yHKLUMIO LLIMGPOBAHUA KaHaNoB CBA3M
npv Ncnonb30BaHUK Npotokona SSH.



https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
https://edu.vsu.ru/course/
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MNcnonb3osaHne VPN

M3y4yeHne BO3MOXHOCTEN NPOrpaMMHOro obecrneyeHums
VPN gna co3pgaHmsa 3amLeHHbIX KOMMbIOTEPHbIX
ceTeir. [NonyyeHne HaBbIKOB paboTbl CO CTAHAAPTHLIM
nporpamMmmMHbIM obecrneyeHnemM Ansa co3naHus
3aLUMLLEHHbIX KaHaNnoB CBA3MW.

24

Pabota c
ceptTudmkatamm SSL

M3yyeHne BO3MOXHOCTEN LLIeHTPOB cepTudmKaumum
(Certificate Authorities). MNonyyeHne HaBbIKOB paboThbl €
KpunTorpaduyecknmm knoyamu. lNprumeHeHune
BCTPOEHHbIX CUCTEM LUMPOBaHMA MHOpPMaLnmM B
CTaHAAPTHbIX NPUIOXEHMAX ONEPALMOHHBIX CUCTEM.

25

MopenupoBaHue
BMpPTyanbHOW CeTu

O3zHakoMmsieHre C METOAaMMN MOAENMPOBAHUS CETEN.
3HAKOMCTBO C TENIEKOMMYHUKALMOHHbLIM

obopynoBaHnem komnaHmm CISCO. Peluenue
NPaKTU4eCKNX 3agau.

26

O6HapyxeHune
BTOPXEHUN

M3y4yeHne BO3MOXHOCTEN COBPEMEHHOIO

nporpamMmmHoro obecneyeHus anst obHapyXxeHus
BTOPXEHW. YNpaeneHue npasunamMmm 6e3onacHocTu,
aHanu3 XypHanos COObITUIA.

13.2. Tembl (pasaenbl) AUCUUNIIUHBLI U BUAbI 3aHATUN

Ne HaumeHoBaHue Buabl 3aHATUI (4acoB)
n/n | pasgena aAMCLUMNINHbI
Nekumu | Mpakr. | INab6. pab. CamoctoaTenshan | KoHTporb Bcero
paboTa
1.1 | Twvnosble yrpo3bl
ceTeBon 0 0
6e3onacHoCTH 4 6 18 28
1.2 | Kpuntorpacuyeckne
MeToAbl 3aLUUTbI
MHChOPMALIN B 4 0 12 20 0 36
KOMIMbIOTEPHBIX CETAX
1.3 | lNporpamMmmHo-
annapaTtHble
cpeacrsa 8 0 16 20 0 44
obecneyeHusn
6e3onacHocTu B
KOMIMbIOTEPHBIX CETHAX
Utoro: 16 0 34 58 0 108




14. MeToguyeckue ykasaHus ansi ooyyarowmxcs no 0CBOEHMI0 ANCLUNIIUHDbI

OcBoeHne aucumnanHbl BKNKOYaeT B cebA NEeKUUOHHble 3aHATMSA, nabopaTopHbie
3aHATUS U CaMOCTOATENbHY paboTy obydatrowmxca. Ha nepBomM 3aHATMM CTyOEeHT nosny4vaeT
nHdopmMaLmio Ana A0CTyNa K KOMMNSeKCy y4ebHO-MeToAMYECKMX MaTepUasnos.

JleKUMOHHbIE 3aHATUSI MOCBSALLLEHbI PACCMOTPEHUIO TEOPETUYECKMX OCHOB ANCLMMIINHDI.
JMabopaTopHble 3aHATUA nNpegHasHayeHbl Ans  (GopMMpPOBaHWST YMEHUM U HaBbLIKOB,
3aKpenneHHbix komnetTeHuuammu no OlOM. CamocTtoATenbHas pabota CTyAeHTOB BKIOYaeT B
cebs npopaboTky yuebHOro maTtepuana nekuun, pasdop nabopaTopHbIX 3a4aHU, NOATOTOBKY K
9K3aMeHy.

[lna ycnewHoro OCBOEHWUSI OUCUMNINHBI PeKOMeHAyeTca noapobHO KOHCMEKTUpOBaTb
NEKUMOHHbIA MaTepuan, NnpocMaTpuBaTb Npe3eHTauun (Npu Hanuyum) No COOTBETCTBYHOLLEN
TeMe, n3yyaTb OCHOBHYIO U AOMNOMHUTENBbHYIO NUTepaTypy pekoMeHayemon bubnuorpaduu,

Mpn MCNoONb30BaHMN AUCTAHLMOHHBLIX 0Opa3oBaTeNbHbIX TEXHOOMUIA U 3NEKTPOHHOIO
obyyeHMa BbINOMHATL BCe YKasaHua npenopaBaTenen no pabote Ha LMS-nnatdopme,
CBOEBPEMEHHO NoakmtovaTbes K online-3aHATNSAM, cobniogate pekoMeHAaLmm no opraHM3aumm
CaMOCTOSITeNbHOWN paboThl.

15. TMMepevyeHb OCHOBHOW W [OONONMHUTENbLHOW nUTepaTypbl, PECYpPCOB WHTEPHET,
Heo6Xx0AMMbIX AN OCBOEHUA AUCLUNIIUHDI

a) OCHOBHas nuTeparypa:

Ne

NcTouHmK
n/n

WenyxuH, O. WN. OB6HapyXeHue BTOPXEHWI B KOMMbIOTEPHbIE CETU (CETEBble aHomanuu) : yyebHoe
nocobue / O. WN. WenyxuH, O. X. Cakanema, A. C. dunuHosa ; nop pepakumen O. U. lWenyxmHa. —
1 | Mockea : Nopsayasa nuHua-Tenekom, 2018. — 220 c. — ISBN 978-5-9912-0323-4. — TeKCT : 9NeKTPOHHbIN
/I NaHb : aneKkTpoHHO-6ubnuoteyHasa cuctema. — URL: https://e.lanbook.com/book/111119. — Pexum
AoCTyna: gna aBTopus. nonb3oBaTenen.

KoctnH, B. H. MeTtogbl M cpeactBa 3aliMTbl KOMMbOTEPHON MHGOpMaLMu: WHGPOPMaLMOHHAA
6e30nacHOCTb KOMMbIOTEPHBIX ceTen : yyebHoe nocobue / B. H. KocTuH. — Mocksa : MUCUC, 2018. —
2 (31 c. — ISBN 978-5-906953-53-7. — TeKkCT : SneKTPOHHbIA // JlaHb : 3NEKTPOHHO-6UbnMoTevHas
cuctema. — URL: hitps://e.lanbook.com/book/116743. — Pexum pocTyna: pna asBToOpwW3.
nonb3oBaTenen.

6) pononHUTenbHaa nuTeparypa:
Ne
n/n

NcTouyHmnk

VMBaHoB, M. A. Kpuntorpaduyeckme metoabl 3auTbl MHOPMALMU B KOMIMbIOTEPHbLIX CUCTEMAX U CETAX :

3 |y4yebHoe nocobue / M. A. MBaHos, U. B. YyryHkoB. — Mocksa : HNAY MU®U, 2012. — 400 c. — ISBN 978-5-
7262-1676-8. — TeKCT : aneKTPOHHbIN // IaHb : 3neKTpoHHO-6ubnunoteyHasn cuctema. — URL:
https://e.lanbook.com/book/75810. — Pexum goctyna: ona aBTopus. nosib30BaTesnen.

TexHonormm 3awmTbl MHopMaLUn B KOMMbIOTEPHbIX CeTAX : y4ebHoe nocobue / H. A. PypneHkos, A.
4 |B. lNponetapckun, E. B. CmupHoBa, A. M. CypoBoB. — 2-e usg. — Mocksa : UHTYWUT, 2016. — 368 c. —
TekCT : 3NEeKTpOHHbIW //  JlaHb :  3nNeKTpoHHO-6ubnmoteyHaa  cuctema. —  URL:
https://e.lanbook.com/book/100522. — Pexum goctyna: ons aBTopus. Nofib30BaTeNen.

B) MH(POPMaLMNOHHbIE 3NTEKTPOHHO-06pa3oBaTeNbHbIE PECYPCHI:
Ne
n/n
5 | OnekTpoHHO-6MbnmoTeyHas cuctema «JlaHby - Pexxum goctyna: https://e.lanbook.com
6 | OnekTpoHHbIV KaTanor HayuHomn 6ubnmotekn BopoHexXckoro rocyaapCcTBEHHOro yHUBepcuTeTa. - Pexum

poctyna: http//:www.lib.vsu.ru.

7 | Kpuntorpadudeckue npotokonbl (10.05.01)/CtenaHen KO.A. - O6pazoBaTerbHblii opTan « ONEeKTPOHHbIN

yHuBepcutet BI'Y». — Pexum gocrtyna: https://edu.vsu.ru

NcTouyHmk

16. NepeyeHb y4eOHO-MeTOANYECKOrO 0b6ecneyYeHns AnA CaMOCTOATEeNIbHOWN paboTbl

B kauectBe OpMbl OpraHuM3auunm CamMoOCTOATENbHOM paboTbl  NPUMEHSAIOTCA
METOANYECKNE YKa3aHUA AN CaMOCTOATENIbHOrO OCBOEHUS N NPpUoBpeTeHnsa HaBblKOB paboThl
CO cneunanuM3npoBaHHbIM NMporpaMmMHbiM obecneyveHnem. CamocTtoaTenbHas paborta


http://www.lib.vsu.ru/

CTYAEHTOB: U3y4YeHMe TEOpPEeTUYECKOro MaTepuana; noarotoBka K nekuusam, paborta c yyebHo-
MEeTOOUYECKOWN NUTepaTypour, NoAroToBka OTYETOB No nabopaTopHbiM paboTam, NOArOTOBKA K
3K3aMeHy.

Onsa obecneyeHnss camocToATenbHOW paboTbl CTYAEHTOB B 3MEKTPOHHOM  Kypce
ANCUMNIIMHBI HA 06pa3oBaTeNbHOM nopTane «ONeKTPOHHbIM yHuBepcuteT BIY» cchopmmpoBaH
y4yebHO-MEeTOAMYECKMI KOMMIEKC, KOTOPbIN BKMYaeT B cebs: nporpammy Kypca, yvyebHble
nocobua u cnpaBo4vHble MaTepuasbl, MeTOOUYECKME YKa3aHWs MO BbIMNOSHEHUIO 3afaHuin
nabopaTopHbix paboTt. CTyaoeHTbl nofny4valT [OCTYN K AaHHbIM MaTepuanam Ha nepBOM
3aHATUN NO ANCLMNSINHE.

17. O6pa3oBaTesfnibHble TEXHONOrMU, UCNoJsib3yeMble Npu peanusauum y4yebHom
OUNCLUUNIUNHBI, BKNOYasa AUCTaHUMOHHbIe obpa3oBaTenbHble TexHonoruu (AOT),
3neKTpoHHoe oby4yeHue (30), cMewaHHOe O0by4YeHue)

OvcumnnuHa peanuayeTtca C NPUMEHEHWEM 3MEKTPOHHOrO OOy4eHMA U AWCTaHLMOHHBLIX
obpa3oBaTenbHbIX TexHonornni. [Ona opraHuM3aumm 3aHATUN PEKOMEHLOBAaH OHManH-Kypc
«b1.B.[0B.03.02 OpraHusauua  3awuueHHbiXx  BblunciutenbHolx ceten  (10.05.01)»,
pa3mMelleHHbIM Ha nnatdopme ONeKTpoHHoro yHueepcuteta BIY (LMS moodle), a Ttakxe
NHTepHeT-pecypchl, npuBegeHHbie B N.158.5.

18. MaTepMaano-TeXHquCKoe obecneyeHne ANCUUNIIUHDBI

YyebHas ayauTopusa Ana Nekumin: cneunanuavpoBaHHan Mebenb, KOMMbloTep npenogasaTtens,
MYNbTUMELUNHbBIA NPOEKTOP, SKPaH.

YuyebHaa ayguTtopua Ons  nabopaTopHbIX 3aHATUWA:  creuvManu3upoBaHHas  Mebenb,
NnepcoHamnbHble  KOMMbKTEPbl, MyNbTUMEOUNHbIA  MPOeKTop, 3KpaH, nabopaTopHoe
obopyaoBaHMe  nporpaMMHoO-anmnapaTtHbiX  CpeAcTB  obecneyeHus  MHOpPMaLMOHHOWM
6e3onacHocTu.

AyauTtopua Oonsi cCaMoCTOATENbHON paboThbl: yyebHass Mebenb, KOMMboTEP C BO3MOXHOCTbIO
NOAKNIOYEHUSA K ceTn «VIHTepHeT» u 3NeKTPOHHON nnaTdgopme ONeKTPOHHOro YHUBEpCUTeTa
BIY.

MporpammHoe obecneyveHne (cm.danmn MTO): OC Windows v.7, 8, 10, Habop yTunut
(apxuBaTopsbl, ann-meHepxepsl), LibreOffice v.5-7, Foxit PDF Reader.

19. OueHo4HbIe cpeacTBa ANA NPOBeAEeHUA TEKYLEeN U NPOMEeXYyTOYHOW aTTecTaumum

Mopsiaok oLeHKn OCBOeHUs 06y4alrLWmnMncs y4ebHoro matepmuana onpegensieTc cogepXxaHmem
cnepylowmx pasgenos QUCUUNNUHLI:

Ne HaumeHoBaHuA pasgena KomneTteHums(n) WHamkaTop(bl) OueHouHble cpefcTaa
n/n OVCLMNNUHBI DOCTUXEHMUS
KOMMNETEHLMU
1 TunoBble yrpo3bl ceTeBon MK-1 MK-1.4 YCTHbIN ONpoc, TecT,
6e3onacHocTU MK-2 MK-2.4 nabopatopHas paboTa
2 Kpuntorpaduyeckune Metofbl MK-1 MK-1.4 YCTHbIN ONpoc, TeCT,
3awmTbl nHopmauun B MNK-2 NK-2.4 nabopatopHas paboTta
KOMIMbIOTEPHBIX CETSX
3 MporpammHo-annapaTHble MK-3 MK-3.2 YCTHbIV Onpoc, TecT,
cpepncTtea obecneyeHus nabopaTtopHas paboTa
6e30nacHOCTM B MK-3.4
KOMIMbIOTEPHbIX CETSX
MpomexyTouHasa aTtTectauus, bopmMa KOHTPOSIS - 3a4eT MepeyeHb BONpocos
C OLIeHKOM (KMMNe1)

20 TunoBble OLEHOYHbLIE CpeAcTBa U MeToAuYeCKMe Matepuanbl, onpegensrowme
npouenypbl oLleHUBaHUA



20.1 TeKyLWMN KOHTPOSIb YCNeBaeMoCTH

KoHTponb ycneBaemMocCcTM MO AUCUMNNMHE OCYLIECTBMSAETCA C MOMOLWbI  CreaytoLmx
OLEHOYHbIX CPeaCTB:
— nabopaTopHble paboThl.

Mepe4vyeHb NabopaTopHbIX paboT

1 CTtpoeHue ceTen. M3yyeHne 6as30BbIX MEXaHW3MOB  MONyyYeHuss MHcopmaumm o
KoH(urypaumm cetu. [lonyyeHne HaBbIKOB paboTbl €  pas3nnyHbIMU
nporpaMmamu, MO3BOMAKLWMUMU ONPeaennTb KOHUrypauuio cetu unm
KOH(Mrypaumio OTAENbHOro YCTPOWCTBaA B CceTU. TpebyeTtca pns
BbINOSTHEHUSI BCEX MOCneayLwmx nabopaTtopHbix paborT.

2 YpanéHHbln gocTyn no M3y4yeHne BO3MOXHOCTEN NpoTokona SSH ana nonyyeHusa ypanéHHoro
npotokony SSH poctyna K cepsepy. [lpumeHeHue QyHKUMIO WKMEpPOBaHMA KaHanos

CBSI31 NPU UCMONb30BaHUM NpoTokona SSH.
3 Wcnonb3oBaHne VPN M3yyeHne BO3MOXHOCTENW MporpammHoro obecneyenns VPN pgns

CO3[aHus 3alMLLEHHbIX KOMMbIOTEPHbIX ceTel. [lonyyeHne HaBbIKOB
paboTbl CO CTAaHOAAPTHBLIM NMPOrpaMMHbIM obecrneyeHnemMm Ans co3gaHus
3alUMLLEHHBIX KaHASIOB CBA3W.

4 Pab6ota c M3yyeHne BoO3MOXHOCTENW LUeHTpoB  ceptudukaumm  (Certificate
ceptTudmkatamm SSL Authorities). TNonyyeHne HaBbIKOB paboTbl C Kpuntorpaguyeckumm
Kntovamu. NprMeHeHne BCTPOEHHbIX CUCTEM LLIMpOBaHMA nHdopmaumn
B CTAHOAPTHbIX MPUIIOXEHUAX ONEPALMOHHBIX CUCTEM.

5 MopenuposaHue O3HakomneHne ¢ MeTogamMu MOAENUPOBaHUA ceTel. 3HAKOMCTBO C

BUPTYyanbHON ceTn TeNeKoMMYHUKaLMOHHLIM 060pyaoBaHnem komnavum CISCO. PelweHune
npakTU4Yecknx 3apad.

6 OGHapyxeHue M3y4yeHne BO3MOXHOCTEN COBPEMEHHOr0 MporpamMMHoro obecneveHus

BTOPXEHUM Onsi obHapyXeHuUa BTOPXEHWU. YnpaBneHve npasunammn 6e3onacHocTy,

aHaln3 XypHaloB cobbITU.

TexHonorusi npoeBeaeHus
Bce nabopaTopHble paboThl 06s13aTeNnbHbI AN BbiNONHEHME. 3aaaHune aBnaeTcs oowmm ans
BCEX, BbINOSHAETCHA MHAMBUAYaNbHO Nnop, HabnogeHnem npenogasaTens.

KpuTepumu oueHnBaHuaA
— OLIEHMBAETCs «3a4TeHOo», ecnv paboTa BbiNosHeHa B NONTHOM o6beMe (NpuBeAeHbl Bce
3a[laHNs, U OHU NpaBuUIbHbIE, AaHbl NOSICHEHWS);
OLEeHNBaEeTCA «He 3a4YTeHO», paboTa BbINOSIHEHA HE MOSTHOCTBLIO UNN B NPeACTaBEeHHON YacTu
MHOrO OLUNBOK

20.2 NpomexyTo4yHaa atrectauus

OB WON=

I'IpomexyTquaﬂ arrecrtauma no gucuuninmHe OoCyulecTBiiAeTCcAa C NomMoulblo crneayrmnx
OLEHO4YHbIX CpenCcTB: BOMPOCHI K 3a4€eTy C OLIEHKOW.

MNMepeyeHb BonpocoB Kk 3a4eTy ¢ oueHkon (KUM Ne1)

. CTagnun npoBefeHunst ceTeBon aTaku.

. Knaccudmkauua ceteBbix yrpo3s, ya3BMMOCTEN U aTak.

. ATakun Ha peanusaumm ceTeBbIX MPOTOKOMOB, OTAESNbHbIE Y3Sbl U CyX6bl.

. OCHOBHbIE MeXaHN3Mbl NPOBEAEHMNS CETEBbLIX aTak Ha pa3fiMyHbIX YpoBHAX mogenu ISO/OSI.

. Mpobnembl ob6ecneveHnsa KOHPUAEHUNANbHOCTU, LENOCTHOCTU U AOCTYNHOCTU MH(pOpMaLMmM Ha

pa3nuyHbIX ypoBHAX mogenn ISO/OSI.

6.

YpanénHoe onpegenenne Bepcun OC c mMcnonb3oBaHMEM OCOOEHHOCTEN peanu3aumm cTeka

npotokosnos TCP/IP.



7. MeToabl CKQHMPOBAHUA NOPTOB.

8. MeToapl 0bHapyxeHua nakeTHbIX cHUdepoB. MeTtoabl o6xoaa M3.

9. MmnepcoHauua scnenyto. [ecuHxpoHnzaums TCP-coeguHeHunn.

10.ATaku, HanpaBneHHbIE Ha ceTeBYIO MHPACTPYKTYpY.

11.MpuHyXaeHne K yCKopeHHon nepegaye. ATaku, HanpasfieHHbIe Ha 0TKa3 B 06Cny>XMBaHUN.
12.13MeHeHne KOHUrypauum n coctosaHna XoctoB. Hepgoctatkmn npotokonos cemenctea TCP/IP ¢
TOYKM 3peHunsa obecneyeHna 6e3onacHOCTM MHOPMaLUN.

13.TexHn4yeckne Mepbl 3alnTbl OT CETEBBLIX aTak.

14 .TMpoToKosbl ayTeHTU(PNKaALMN Ha NPUKNagHOM YPOBHE.

15.MpoTtokon Kerberos. [NpoTokonbl ayTeHTUdUKauuMM Ha TpaHCMOPTHOM YpoBHe. [1poTokon
SSL/TLS.

16.[JocToMHCTBa 1 HeJOCTaTKKU ayTeHTUUKaUUKN Ha pa3fnnyHbIX YpoBHAX mogenu ISO/OSI.

17. HasHayeHne, OCHOBHble BO3MOXHOCTW, MNPUHUMMNBI (PYHKLMOHMPOBAHUSA U BapuaHTbl
peanusauun VPN.

18.0praHu3aumnsa TYHHENUPOBaHUA Ha pa3nu4YHbIX YpoBHAX mogenu ISO/OSI. [JocTonHcTBa U
HepocTaTky npumeHeHnsa VPN.

19.Mpotokon IPSEC. Tlpotokonbl AH n ESP. OcobeHHocTn paboTbl npoTtokona IP SEC B
TYHHENBbHOM U

TPaHCMOPTHOM pexumax.

20. lMpotokon ynpaeneHua knodamu ISAKMP/Oakley. Wcnonb3oBaHme npotokona L2TP ansa
opraHu3auuy BUpTyaribHbIX YaCTHbIX CETEN.

21.AyTeHTudukaums, wudpoBaHne, obecnevyeHne  LENOCTHOCTU C  UCMONb30BaHUEM
NpPoOrpamMmMHoro

nHTepdgenca SSPI. MNMporpammHbin MHTepdenc OpenSSL.

22 MexceTeBble 3KkpaHbl (M3). MecTto 1 ponb M3 B obecnedeHnn ceteBorn 6€30MacHOCTH.
23.Knaccudmkauma M3. TpeboBaHus Kk MO. OCHOBHble BO3MOXHOCTM M CXEMbl pa3BepTbiBaHUSA
M3.

24 .[loctomHcTBa 1 HepgoctaTkm M3. MNocTpoeHne npasun punbTpaumm.

25.MeTtopapl ceteBou TpaHcnaumm agpecoB (NAT). LLUnto3bl ypoBHA NPUITOXEHUN.

26.Peanusauma ceteBon nonutMkM 6e3onacHocTu € wucnonb3oBaHnem MO. MeTtoabl ob6xopa
MEeXCeTEeBbIX 3KpaHOB.

27.Cuctembl o6HapyxeHus stopxexun (COB).

28.Ha3HauyeHne u BO3MOXHOCTM CpeacTB OOHapyXeHMA BTOPXEHUA Ha XOCTbl, MPOTOKOSbI M
ceTeBble CnyX6bl.

29.MecT0 1 ponb cpeacTB obHapyXeHMs BTOPXEeHUn B 06Len cucteme obecneyeHnss CeTeBon
6e3onacHocTu.

30.Knaccudmkauma COB. BbisiBrneHne aTak Ha OCHOBE CUrHaTyp aTak U BbiiBNIEHUSA aHOManui.
31.AyomnT npuknagHbix cnyx6. Cpenctea oOHapyXeHusa yA3BUMOCTEN CETEBbLIX CIyXO.

32.Cnocobbl NpoTMBOAENCTBUA BTOPXEHUSIM.

33.Cuctembl BupTyanbHbix nosylek (Honey Pot n Padded Cell).

KpMTepvm OUEeHKN OTBEeTOB Ha BONpPOCHLI 3a4yeTa C OueHKoMn

[lna oueHnBaHMsA pe3ynbTaToB 06y4YeHUs Ha 3a4yeTe C OLEeHKOW ucnosnb3yeTcs - 4-6annbHas

Lana: «OoT/INYHOY, «XOpOLLOY», «YAOBNETBOPUTENBHO»,  «HEYIOBNETBOPUTENBHOY,
KPUTEPUNOLIEHNBAHMSA NPUBEAEHBI HUXE.
OueHka «OTNMYHO» - CTYAEHT [AEeMOHCTpUpyeT rrnybokoe MOHMMaHWe TeMbl, ymeeT

pacnpoCTpaHATb BbiTEKAOLLNE N3 TEOPUN BbIBOAbI.
OueHKa «XopoLlo» - CTYAEHT AEMOHCTPMPYET NOHUMAHUE TEOPETMYECKUX MOSIOXEHNN TEMbI U
6a30BbIX MOHATUN, HO [AOMNyCKaeT HETOYHOCTM B OTBETaX, WCMNbITbiIBAeT 3aTpyAHEHUs B
NPUMEHEHNN 3HAHUIN K aHaNn3y COCTOAHNA NPOEKTa.

OueHka «yaoBNeTBOPUTENBHO» - CTYAEHT OTBEYaeT He Ha BCe NpeasioXeHHble BONPOChl, HO He
MeHee, 4YeM Ha TMOofIoBMHY W3 HUX; HEe [AEMOHCTPUMpPYEeT CMOCOOHOCTM  MPUMEHEHUS
TeopeTU4YeCKNX 3HaHUN AN aHanu3a cuTyauun.

OueHka «HeyaoBNeTBOPUTENbHO» - CTYAEHT AEMOHCTPUPYET HENOHMMaHWE TeopEeTUYECKUX
OCHOB 1 6a30BbIX MOHATUM Kypca.



OueHka npoMexyToyHoW aTTecTaumm OpPMUPYETCA KakK WHTerpanbHasa oOueHKka Mo
cnegyowen dopmyne ([Mpyn OKpyrrneHMM OLEHKU WCNONb3yeTCa MpaBurio MpaBuSibHOro
okpyrnexus. Mpu nony4yeHun oueHkM He meHee 3 6annoB, BbICTABMAETCH «3a4TeHO», MeHee 3
6annoB - «He 3a4TeHo». [1pnaTom, BCce nabopatopHble paboTbl AOMXHbI ObITb BbINOMHEHBI U
3almLLeHbl

anozw_am = O’ZQKPl + O’ZQKPZ + O’6Q3K3

Mpu OKpYrneHnn oLeHKN NCNosb3yeTCsl NPaBUIIO NPaBUIIbHOIO OKpyrnenus. MNpu nonyyeHnm
OLEHKMN He MeHee 3 6annoB., BbICTABNAETCA «3a4TeHO», MeHee 3 6annoB - «He 3a4TeHoy. [pu
3TOM, BCce nabopaTopHble paboTbl AOMXHbI ObiTb BbINOMHEHbI U 3aLLULLEHbI.

20.3 ®oHA OUEHOYHbIX cpeacTtB CcPOPMUPOBAHHOCTU KOMMNETEHUUMW CTYOEHTOB,
pekoMmeHAyeMbIU Ans NpoBeAeHUA AMarHOCTUYeCKUX paboTt
3aKpbITble 3a4aHus (TECTOBbIE, CPEOHUI YPOBEHb CNOXHOCTU):
MK-1. CnocobeH npoBoAUTL aHaNM3 Tpe60oBaHNM U BbINOMHATL PaboTbl MO NPOEKTUPOBAHUIO
NPOrpaMMHbIX U annapaTHbIX KOMMNOHEHT CUCTEMbl 6€30NaCHOCTU KOMMNbIOTEPHbLIX CUCTEM U CETEN, B
TOM 4YUCJie C UCNOJNIb30BaHNEM COBPEMEHHbIX MeTO4OB U CPeAcTB 3awmTbl UHoOpMauuu;

1. HanmeHee nomexoyCcToNYnBbIMU ABMASIOTCA NUHUKN CBA3M. ...
HeaKpaHMpoBaHHaA

BUTaga napa;

6ecnpoBogHbie

(pagnonuHun);

3KpaHMpoBaHHas

BMTas napa.

2. [insa cetn ¢ mackon 255.255.255.0 cooTBeTCTBYIOWMIA 610K agpeCcHOro NpocTpaHcTea
KOHEYHbIX XOCTOB COCTaBMT...

255;

600;

4.

3. Yanbl, Mexay KOTopbIMU YCTaHaABNMBAETCA 3alUMLLEHHBIN KaHas, Ha3biBaloTCA. ..
TOYKaMu

gocTyna

KOHTPOSbHbLIMU

TOYKaMu

Lwno3amMm

6e3onacHocTu.

4. KaHanbHbIn ypoBeHb Mmogenu OSI| oTBevaer 3a...

NOrnYecKyto

AO0CTaBKy AaHHbIX MO Hamboree onTUMarnbHOMY NyTw;

KOMMYyTauuIo;

IPagpecauuio;

MACagpecauumtio.

5. o KakoMy TUNy ONTMYECKOro BOTOKHA MOXHO nepenaBaTb HECKOMNbKO Pa3HbIX
CUrHanoB OAHOBPEMEHHO?

OLHOMOLOBOE;

MHOromMoA0BOE€;

MYNbTUMOLOBOE.

6. Kakon TepMnH onucbIBaeT COCTOSHWE CeTU, Korga cnpoc Ha ceTeBble pecypchl
npesbIaeT JOCTYNHYO MOLLHOCTb?

CVMHXPOHU3auus;

KOHBEpPreHums;

neperpyska;

onTUMmM3aums.

7. Kakon nHTepgenc no3BonseT yaaneHHo yrnpaensaTe KOMMYTaTOPOM YPOBHS
nepsbIn

nHTepdenc nopta Ethernet;

NMHTepdenc



KOHCOSbHOrO NopTa;
BUPTYyarnbHbIN

MHTepcenc kommyTaTopa;

nHTepddenc

AUX.

8. KoHdurypauusa (tononorms) nokanbHOW KOMMNbOTEPHOW CETU, B KOTOPOW

BCe paboune cTaHumMm nocrnegoBaTenbHO COeaUHEHbI ApYr C APYroM, Ha3blBaeTCs:
ceTeBoOw;

KOJIbLEBOW;

LUMHHOMW.

MK-2. CnocobeH npuHUMaTb y4acTue B JKCnepTuse n aHanuse yﬂ3BVIMOCTeI7I, yrpo3 un MHUMOeHTOB
MHdJOpMaLlMOHHOﬁ 6e3onacHocTn B KOMMNBbHTEPHbIX CUCTEMaX U CeTAX

Bonpoc 1. YkaxuTe, BEpHO JIH YTBEPIKIACHUE, YTO BOIIPOCHI O€30MACHOCTH (pU3HNUECKOM HHPPACTPYKTYPHI BEIUUCIUTEIBHBIX CETEH
MOTYT OBITh PEIICHBI IPH MOMOIIU HHKXCHEPHO-TEXHIICCKUX MEP 3alUThI:
a. BEPHO, IMOCKOJBKY HH)KCHCPHO-TCXHHUYCCKHE MEphI 3alIUThI O0CCIICUYMBAIOT 0E30MAaCHOCTh OOBeKTa HH(pOpPMATH3AIMU, YTO
03HayaeT OE30MaCHOCTh U PACIIONATAFONIUXCS Ha HEM 3JIEMEHTOB BBIYHCIUTEIBHBIX CETEH.
0. HE BEPHO, MOCKOJbKY HHKCHEPHO-TCXHHUYCCKHE MEPHI 3alUT 00ECIICUYNBAIOT TOJIBKO 0E30MaCHOCTh 00BEKTa HHPOPMATHU3AIUH U
HOCHUTeINeH HHpOopMaHu
OTBET: a.
Bonpoc 2. [ gero HEoOXOAMM KOHTPOJIb AOCTyHa K KaOETbHBIM KOHCTPYKIHSAM M (U3NICCKAM JTUHHSIM CBS3M, BXOJSIIUM B
COCTaB BBIYHCIUTEIBHBIX CETEH?
a. IpeoTBpaIleHIe HAMEPEHHBIX U HEMIPEeIHAMEPECHHBIX TIOBPEXICHHUH JTMHAHN CBS3H, HCKIIOYEHUE KOHTAKTHOTO W OECKOHTAKTHOTO
CheMa IiepeiaBaeMbIX CUTHAIOB HAPYIIIHTEIEM
0. obecriedyeHUe KaueCTBEHHOW pabOThl KaOENbHBIX KOHCTPYKLUMH W JIMHUI CBSA3M 32 CYET KPYIJIOCYTOYHOTO HAONIOACHUS U
KOHTPOJIA B. KOHTPOJIb HE HYKCH, a J'IIO6LIe }leﬁCTBHH IO KOHTPOJIIO HUKAaK HE BJIUAIOT Ha 6C3OHaCHOCTL BBIUHMCIIMTEBLHBIX CETEN
OTBET: a.
Bomnpoc 3. VkaxuTe 00lIMe NPUYMHBI, NPUBOMAAIIME K MpoOjgeMaM O0€30MacHOCTH BBIYMACIUTEILHBIX CETCH, CBSI3aHHBIC C
AKTUBHBIMU KOMIIOHEHTAMHU CETEBOM MHPPACTPYKTYPHI:
a. HEBBIABJICHHBIC HEAOCTATKH ITPOTPAMMHOTO 06ecnequMﬂ AKTHUBHBIX KOMIIOHCHT
0. CTIOCOOBI CBSI3U AKTHBHBIX KOMITOHEHT MEXIY CO00M
B. OIIMOKHU B HACTPOWKAX M KOHPHUTYPAIIHOHHEIX (paijlaX aKTHBHBIX KOMITOHEHT
T. anapaTHas COCTABIIIONIAs aKTHBHBIX KOMIIOHEHT
1. OpeHa, IPOU3BOUTETh AKTUBHBIX KOMIIOHEHT U TIOJIUTHYECKAsi 00CTAaHOBKA B MUpE
OTBET: a, 0, .
Bonpoc 4. YkaxuTe 00lMe NPUYMHBI, NPHUBOAAIIME K MpoOjgeMaM O0€30MacHOCTH BBIYHACIUTEIILHBIX CETEH, CBSI3aHHBIC C
MMPUMEHACMBIMU CETEBBIMU MIPOTOKOJIAMHU O6MeHa JaHHBIMU:
a. OTKPBITHIE CIEIM(UKAINU, MO3BOJSIONNE 3J0YMBIIUIEHHHKAM XOPOIIO pa30upaThCs B MPHUHIUIAX PaOOTHl M OpPraHU3aIMU
oOMeHa JaHHBIMHU
0. ycrapeBiiue CcrerupHUKAIMA, HE IPEAYCMATPUBAIONINEC HHKAKUX MOJXOM0B K PEHICHUI0O MNpodjgeM HH(GOPMAIMOHHON
0€30MaCHOCTH CETEBOTr0 OOMEHA MAaHHBIMH B. BO3MOXXHOCTH MEPEX0a K «HEIITATHBIM)» PEKUMAM U AJITOPUTMAM OCYIICCTBICHUS
CETEeBOTr0 OOMEHa, He MPOTUBOPEYANIIM OCHOBHBIM ITPUHITUIIAM CHCIA(UKAITIIA
T. BCE IMIEPEYUCIICHHOE BBIIIIC
OTBET: 1.
Bomnpoc 5. HeoOxoauMo JiH CHENHUATINCTY 10 3alidTe WHPOPMAIUH TOCKOHAIBFHO 3HATH OCOOCHHOCTH B3aUMOCBS3H U PabOTHI
MHOXECTBa KOMIIOHCHTOB pacipeeieHHOH MHOroKoMIIoHeHTHOH VC, QpyHKIHMOHUPYIOMIEH C HCIOIh30BAHUEM BBIYHACITHTEIIEHBIX
cerei?:
a. HCO6XOJII/IMO, TIOCKOJIBKY MOTYT HMCHOJIB30BATHCA CTOPOHHHUE KOMIIOHCHTBI C HE3aBUCHUMBIM PEXHUMOM 06HOBHCHI/I${, J'II/I60
KOMITIOHCHTHI pacnpeﬂeneHHoi?I I/IC MOT'YT UCIIOJIB30BaATHCA CTOPOHHUMMU ITPUITOKCHUAMUA
0. 3TO HE HYXHO, ITOCKOJIbKY CIEUAIKCT IO 3al|Te HH(POPMAIIMK 00ecrieunBacT OOIIYIO 3AIIUTY BEIYMCIUTEIBHBIX CETEH
OTBET: a.
Bonpoc 6. Bmmsger nm Oe3omacHas W mpaBWiIbHas ~ pa0oTa  BCIOMOTATENBHBIX ~ CHCTEM  JICKTPONHUTAHHS |
KOHIUIIMOHUPOBAHUS/BEHTIISIIH Ha MPEIIPUATHH Ha 0€30MacHyI0 pabOTy BEIYUCIUTEIBHBIX CETCH:
a. He BIUSCT, IMOCKOJBKY 3TH CHCTEMBl HUKaK HE CBS3aHBI C PabOTOW aKTHBHBIX M MACCUBHBIX KOMIIOHCHTOB BBIYHCIIUATEIBHBIX
CeTel ¥ HCIOJIb3yEeMBIX MPOTOKOJIOB OOMEHA TaHHBIMHU
0. BJIHSET, IOCKOJBbKY YyKA3aHHBIC BCIIOMOTATEIIbHBIC CHCTEMbl OOCCIICYMBAIOT INTATHBIH PEXUM pabOThl KOMIOHCHTOB
BBIUUCITUTEIBHBIX CETCH, W WX BBIXOJ W3 CTPOs WIM HapylIcHHE pabOThl MPHUBENET K COOSM MM OTKa3y KOMIIOHCHTOB
BBIYUCITUTEIBHBIX CETEH
OTBET: 6.
Bormpoc 7. TlpenycmatpuBaet sn 6a30Bbiit crangaapt Ethernet (IEEE 802.3) kakue-nmi00 Mepbl WM MEXaHU3MBI, 00€CTICUNBAIOIINE
0€30IacHOCTh CETEBOTO 0OMEHA C TOUKH 3pSHHS KOHPHICHIINATBHOCTH, IEJIOCTHOCTH MIIH TOCTYITHOCTH? :
a. He npeaycMmaTpuBaroT, BerauciaeHrne CRC (KOHTp. CyMMBI) HE SIBIISICTCS pEIICHHEM 3aJ1aur 00eCTIeUeHMSI [IeTTOCTHOCTH
0. TpexycMaTpuBalOT, B CTaHIApTE €CTh IMOAXOABI K ayTeHTU(UKAIUUA CTOPOH OOMEHa JApyr mepes IpyroM, obecredeHue
LIEJIOCTHOCTH M peIIeHHe BOIMPOCOB IOCTYIMHOCTH B. MPEAYyCMATPUBAIOT YACTUYHO, PEIICHBI BOIPOCH ayTEHTH()HUKAINN CTOPOH H
oOecrieueHHs 1eIOCTHOCTH 0OMEHA T. MPEIyCMATPUBAIOT YaCTUYHO, PEIICHBI BOIPOCHI 00ECICUCHHUS TOJHKO LEJIOCTHOCTH 3a CYET
BBIUUCIICHUs] KOHTPOJbHOU cyMMbl (CRC) it npoBepKH MPaBUIIBHOCTH KaXKJOTO OTHPABICHUS



OTBET: a.

Bomnpoc 8. BepHo 51 yTBep)KIECHHE, YTO HMCIOJIB30BAHUE CaMBIX IIPOCTBIX CETEBBIX KOMMyTaTtopoB Ethernet mosBossier pemmtsb
BOIPOCHI 0E30MaCHOCTH CETEBOr0 OOMEHA Ha KaHAIEHOM YPOBHE:!

a. HE BEPHO, IPUHIIHIIB ¥ AITOPUTMBI PabOTH KOMMYTAaTOPOB HUKAKHX BOIIPOCOB O€30MTaCHOCTH HE PELIAIOT

0. HE BEpPHO, HECMOTPS HA TO, YTO NPHHIWI KOMMYTAI[MH CETEBBIX OTIPABICHHH OT OJHOM CTOPOHBI K APYroil M MpUMEHEHHE
texHosnorui VLAN 1mo3BOJIIeT H30IUPOBATh JBYCTOPOHHUI OOMEH OT OCTaJbHBIX YYACTHUKOB CETH B. BEPHO, IIOCKOIBKY ITPHHIIUT
KOMMYTAllUM CETEBBIX OTIPABICHUW OT OJHON CTOPOHBI K APYrol W mpuMeHeHue TexHosornu VLAN mo3BossieT M301upoBaTh
JIBYCTOPOHHHH OOMEH OT OCTAJIbHBIX YYAaCTHHKOB CETH T. BEPHO, IOCKOJIBKY paboTa caMbIX HPOCTBIX CETEBBIX KOMMYTAaTOPOB
YYUTHIBAET HEOOXOAMMOCTD PEIIATh BONPOCH! 00ecTieueH s KOH(UISHINATLHOCTH, HETOCTHOCTH U IOCTYITHOCTH CETEBOTO 0OMEHa
OTBET: a.

Bompoc 9. SBnsercs am mpoOneMa HEKOHTPOJIMPYEMOIo TOAKIIOYeHMs K cetu Ethernet omHoit w3 mpoGiiem ceTeBoit
Oe3onacHocTH?:

a. SIBISIETCSI, MTOCKOJIBKY alIrOPUTM pabOoThl CETEBBIX KOMMYTATOpOB U cTaHAapT Ethernet mo3BoisIOT BKIIIOYHTHCS B CETEBOI 0OMEH
J00BIM yCcTpOiicTBaM

0. He SBISETCS, TOCKOJBbKY CTaHIAPTHBIA aJIrOPUTM pPa0OTHl CETEBBIX KOMMYTAaTOPOB YUYUTHIBAET BOMPOCHI KOHTPOJISL H
OTpaHWYICHUI B MOMEHT BKJIFOUEHHS HOBBIX YCTpOMCTB B ceTh Ethernet B. He sIBIsieTCs], MOCKOIBKY CETEBOM aMUHHICTPATOP PEIIACT
MOZI0OHBIE BONPOCH HA OPraHU3allMOHHOM YPOBHE B BHJE pErJlaMEHTa paOoThl IOJB30BATENEH «II0J] POCIHCHE» M IHOCTOSHHO
KOHTPOJIUPYET UCTIOJIHEHUE PETrylaMeHTa paboThI

OTBET: a.

Bonpoc 10. YkaxuTe TpUYIHHEL, 0 KOTOPOW HEKOHTpOJHpyeMoe moakmodeHne Kk cetu Ethernet sBmsercs mpoOieMoil ceteBoit
0e30macHOCTH:

a. 0COOEHHOCTh aJropUTMa LITATHOW paboThl KoMMyTaTopoB Ethernet mo aBTOMarn4eckoMy M3y4EHHUIO MOCTYIAMONIMX Ha HOPTHI
KOMMYTaTOPOB KaJApOB 1 3all0OJTHCHHUIO Ta6J'II/II_[I)I KOMMYTalluu

0. ¢pu3nyeckas yJaaJeHHOCTb TOYEK MOJKIIOYECHUs paboYuX CTAHLMKI U MHBIX YCTPOMCTB OT CETEBBIX MOPTOB KommyTtaTopa Ethernet
pu nomouu CKC

B. aBTOMAaTH4ECKOE IMOIKIIOYCHUE CETEBBIX YCTPOUCTB K KoMMyTaropam Ethernet B MOMEHT MX HaXOXACHHS PAIAOM APYT C IPYroM
T. IPOCTOTa IPOBOIHOTO MOAKIIIOUCHHSI CTOPOHHETO ycTpoiicTBa K mopty CKC opranmuzanum u nanee — K CETeBOMY KOMMYTaToOpy
Ethernet

OTBET: a, 6, T.

MK-3. Cnoco6eH yyacTBOoBaTb B paboTax Nno NPOEKTMPOBAHMIO CUCTEM 3alunTbl MH(popMauum B
KOMMNbHTEPHbLIX CUCTEMaX U CeTAX NpPpu peLueHnmn npodoeccuouanbl-lblx, nccrnegoBaTeribCKUxX u
NpUKNagHbIX 3aaav

Bomnpoc 1. [Tpuammm ceteBoit ataku MAC-Flooding (mepernonHerre TaOIHIBI KOMMYTAIIAN) 3aKIIF0YAETCS B!

a. oTmnpaBke OoJiblOro KosimuectBa kanapoB Ethernet co ciydaiinbiM 3amonmHenueM mosisi MAC-anpeca oTrnpaBuTesst Ha TOPT
kommyTaropa Ethernet 11 nepenoHeHus 3amoyHAEMOH aBTOMaTHYECKH TaOIHIBI KOMMYTAaLlUH

0. ormpaBke Oouibloro KojudecTBa KaapoB Ethernet co ciywaiinbiM 3amonHenHueM monisi MAC-anpeca mnosyuarens Ha HOPT
komMmyTtatopa Ethernet juis mnepernosHEeHUs! 3arojHAEMONW aBTOMATHYECKH TaOJIMIBI KOMMYTALMH B. OTIpaBKe OOJBLIOTO
konmnuectBa kaapoB Ethernet ¢ 3anomnennem mnonst MAC-ampeca monydarelisi MIMPOKOBEIIATENbHBIM aJIpPEecOM Ha TOPT
kommyTaropa Ethernet 11 nepenoHeHus 3amoHAEMOH aBTOMaTHYECKH TAOIHIBI KOMMYTAaLlUH

OTBET: a.

Bomnpoc 2. KakoBsl mociiectus ycrenrHoi ceteBoit ataku MAC-Flooding (mepemoHeHe TaOIHIEI KOMMYTAIAN)?:

a. TepernojHeHHe TaOiaWIbl KOMMYTAIMM TIPUBOJUT K 3aTHPAHUIO CYIIECTBYIONIMX «IIPAaBWIIBHBIX» 3allUCe M II€PEBOJUT
KOMMYTaTOp B PEKHM «Xaba» ¢ peTpaHCIMPOBAHNEM BCEr0 CETEBOr0 0OMEHA Ha BCE JIOCTYIHbIE TIOPTHI

6. mepenosHeHHEe TAOIMIBI KOMMYTAallMM HPUBOIAMT K IIEPEXOJy B PEKHM PETPAHCIMPOBAHUS BCErO0 CETEBOro OOMEHa Ha
€IMHCTBEHHBIM MOPT HAPYIIUTENS B. IEPETIOTHEHNE TaOIHIBI KOMMYTAIIMK TIPUBOJUT K OTKa3y M BBIXOAY M3 CTPOS KOMMYTaTopa
Ethernet

OTBET: a.

Bompoc 3. IIpumenenne texuonoruun VLAN 802.1Q Ha xommyTtatope Ethernet mo3BossieT nmpeaoTBpaTuth ceTeByro ataky MAC-
Flooding (mepenonnenue TabauIbl KOMMYTAIHN)?:

a. Mo3BoJIsieT, MoCKoNbKy TexHomoruss VLAN 802.1Q co3gaBanack criennanbHO IS PEIISHUS 3TOW MpoOIeMBbl

6. He mo3BoJgeT, npuMmeHeHne TexHosornn VLAN 802.1Q B Xoje araku BCero JIMIIb OTPAaHWYMBAET PabOTy KOMMYyTaTtopa B
peKHMe «xaba» C peTpaHCIMPOBAHMEM BCETO CETEBOr0 OOMEHa TpyNNod BKIIOYEHHBIX B ompeneneHHbli VLAN mopros
KOMMYyTaTopa B. MO3BOJSET, MOCKOIAbKY npuMeHeHue TexHomorun VLAN 802.1Q DNOAHOCTBIO U3MEHSET alrOpUTM
aBTOMATHYECKOTO 3aIOJHEHUS TAOJIUIBI KOMMYTallUH

OTBET: 6.

Bomnpoc 4. KakuM BCTpOGHHBIM CpPEJICTBOM HMHTEIIEKTYaJbHBIX KOMMyTaTtopoB Ethernet MokHO mompoOoBaTh YacTHMYHO PEIIUTH
po0JIeMy HEKOHTPOJIUPYEMOTO MOIKITIOUeHHs K ceTh Ethernet:

a. IPUMEHEHNEM CTaTHUECKUX 3aIicei B TaOINIIE KOMMYTaluu

0. BKIIOYECHHEM YBEIOMJCHHH O TOAKIIOUCHHM CETEBBIX YCTPOWCTB K MOPTaM KOMMYTaTopa B. BKIIIOYEHHEM BeO-
OPHEHTHPOBAHHOTO MHTEp(elca ynpaBIeHUS HHTEIICKTyalbHBIM KOMMYTaTOPOM

OTBET: a.

Bompoc 5. [lpumenenue orpanuaurenei u cnuckos nocryna (ACL) na nopry kommyraropa Ethernet mossossier:

a. orpaHuuuTh nocrynatomue Ha nopt Ethernet-kampbl Tonbko ompeneneHHbIMH Kaipamu ¢ MAC-agpecamMu OTIpaBHTENEH,
BKJIFOUYCHHBIMH B CIIMCOK JI0CTYIIa

0. OrpaHMYMTH KOJMYECTBO pa3HbIXx MAC-aapecoB OTHpaBHUTEINs, KOTOPHIE MOTYT OBITh H3y4eHbl HAa KOHKPETHOM IIOPTY
KOMMYTaTopa U J100aBJeHbl B KaYECTBE 3alIMCH B TAOJIHMIy KOMMYTAalUU B. OTPAHMYMTH MOJKIIOYAIONIMECS] HA TOPT KOMMYTaTopa



CETEBBIC YCTPOWCTBA B 3aBUCUMOCTH OT THIIAa ONICPALMOHHOM CUCTEMBI (YIPABIISIOIICH CHCTEMBI) CETEBBIX YCTPOICTB I'. OTPAHUYUTH
MOIKJTFOYAIONIMECS] Ha TIOPT KOMMYTAaTOpa CETEBbIC YCTPOICTBA B 3aBUCHMOCTU OT MMEHHU PabOTAIOIIETO C CETEBBIM YCTPOHCTBOM
[0JIL30BATEIs
OTBET: a, 6.

1) OTKpbITblEe 3adaHUS (TECTOBbIE, CPEAHWUA YPOBEHb CNOXHOCTH):

MK-1. Cnoco6eH npoBOoAUTL aHanNU3 TpeboBaHUIN U BbINONHATL PaboThl MO NPOEKTUPOBAHUIO
NporpamMMHbIX U annapaTHbIX KOMMNOHEHT CUCTEMbl 6€30MacCHOCTU KOMMbIOTEPHbLIX CUCTEM U
ceTel, B TOM YucCre C UCNONb30BaHUEM COBpPeMeHHbIX MeTOAOB U CPeACTB 3aluTbl MHopMaLuu;

Bonpoc 1. [TosicanTe 6a30BBIe MepHl oOecriedeHusT 0e30TacHOCTH (U3NUECKOW WHPPACTPYKTYPHI JIOKATBHBIX BBEIYHACIATEIBEHBIX
cereit?

OTBET: 3ammra kaOenpHBIX JWHUM M KaHAJIOB, CEPBEPHBIX IMOMEUNICHHH W TOYEK KOMMYTAlUN WH)KEHEPHO-TEXHHICCKUMU
METOJaMH OT HMOBPEXICHUSA U HEMOCPEICTBEHHBIX (PM3WIECKUX BO3ACHCTBUI M BKIIOUEHHH; XpaHEHHE MPOCKTHON TOKYMEHTALIUH
JUISl COTJIACOBAHMUSI MHBIX PadOT B MECTaxX NMPOXOKACHHS KaOelbHbBIX JHHUI; BEJCHUE HKCIUTYaTallMOHHON JOKyMEHTAIlMH B TOYKaX

KOMMYyTallMd © O0ecreYeHue Ha HHUX OOIIero mnopsaka. J{OMOJHHUTENBHO — paspelleHre BOMPOCOB TapaHTHPOBAHHOTO
QJICKTPOIIUTAHUA U pa6OTLI CUCTEM KIIMMAT-KOHTPOJIA CEPBEPHBIX l'[OMeH_leHI/Iﬁ 1 IIPOMCIKYTOUYHBIX Y3JIOB pasMCUICHUA aKTUBHOI'O
000pyI0BaHUS.

Bompoc 2. PackpoliTe nprurHy OCHOBHBIX Ip0o0JieM obecnieueHus: 0€30MacHOCTH PabOThl aKTHBHOT'O CETEBOI0 000 py10BaHMs?
OTBET: HemocraTku mporpaMMHOTO OOECIICUCHHS aKTHBHOTO CETEBOTO OOOpYIOBaHMS, KOTOPHIMH MOXKET BOCIIOJIB30BATHCS
3JI0yMBIIIJICHHUK IS TIEpeBOJa B HEINTATHBIA PEXMM pabOThHl; OMIMOKM HACTPOWKH CETEBOTO OOOPYNOBaHMSA, BIMSIONINE Ha
nH(pOpMaIMOHHBIH 0OMEH B JOKAJIBLHOH CeTH; anmapaTHble 1e(eKThl 1 COOH.

Bompoc 3. Uem onacHa HEKOPPEKTHAsI HACTPOIKa aKTHBHOT'O CETEBOTO 000PYIOBAHUSI C TOUKHU 3pCHHUS 0€30MacCHOCTH ?

OTBET: HenpasunbHast KOH(GUTypanusi NPUBOANT K U3MCHEHHIO KOPPEKTHBIX PEKUMOB KOMMYTAallMM ¥ MapIIpyTH3AINH, a TAKXKe
K OJIOKMPOBAHUIO WM HENPABIILHOMY Pa3peIICHNIO CECCHI M CEaHCOB MH(POPMAIIMOHHOTO OOMEHa.

Bompoc 4. Biusier nu c60if B paboTe BCIIOMOTaTENbHBIX CUCTEM KJIMMAT-KOHTPOJIS, JJIEKTPOIIUTaHU U HAOJIOJIeHNsT Ha paldoTy
BBIYHMCIIUTEIBHBIX ceTel 1 Hao0opoT ?

OTBET: BcnomoraTenbHble CHCTEMBI MOTYT HCIOJB30BAaTh BO3MOYKHOCTH KOPIOPAaTHBHBIX BBIYUCIUTENBHBIX CeTeH i
obecrieucHus cBoeil paboThl. B 3TOM ciiyyae cOoif B paboTe CeTH MOXKET BbI3BaTh COOW B paboTe BCIIOMOTATEIbHBIX cHCTeM. M
Ha000poT, cOoi B paboTe CHCTEM KIMMAT-KOHTPOJSI, HAPHUMEpP, MOXKET NMPHUBOAUTH K IEPErpeBy M BBIXOIY M3 CTPOSI aKTHBHOTO
CETEeBOT0 000PYAOBAHHUS.

Bomnpoc 5. Onummure ¢ mo3unmy 6e30nacHOCTH HeqocTatku TexHonoruu Ethernet ?

OTBET: OtcyTcTByeT MOHATHE ayTCHTU(UKAIMH CTOPOH IPH YCTaHOBJICHUH oOMeHa. OTCYTCTBYeT MEXaHH3M O0ecredeHHs
KoH(uAeHIMAIEHOCTH 00MeHa. OTCYTCTBYyeT MeXaHN3M O0ecIIeueH s IeIOCTHOCTH 00MeHa. OTCYTCTBYeT MEXaHN3M HCKITIOUEHHS
netens (looping) (ETH-kanper — BeuHOXHBYIIHE! ).

Bompoc 6. Ilouemy texnosnornto VLAN 802.1Q Henwp3s B HOJHOW MEpE CUMTATh XOPOLIMM PEIIEHUEM [Jisl OpraHu3aluu
0€3011acHOTO CETEeBOro 0OMEHa B KOPIIOPATUBHOM CeTH ?

OTBET: Pa3znenenue xanpoB Ethernet Ha HezaBucumble VLAN NpoHCXOANUT «BUPTYaAIbHO)» HCKIIIOYHTEIBHO OJarogaps anropurMy
paboThI ceTeBOro 000pyI0BaHUs ¢ HEOOJIBIION MOAU(DUKAIIHCH HCXOJHOTO 3arojoBka kaapa Ethernet, Bech 0OMeH Ha camMoM jerie
MIPOUCXOIUT IO MPEKHEMY B €IMHOU Cpeie.

Bompoc 7. [osicuute cyTh npo0iieMbl HEKOHTPOJIMPYEMOTO TOAKIIIOUSHHS K KOPIIOPAaTUBHOM ceTu cTtanaapra Ethernet?

OTBET: C ucnons3oBanneM CKC peanbHbple MecTa MOAKIIOYCHUS OKOHEYHOTO 000pYIOBaHUS yJANSIOTCS HAa JECATKH METPOB OT
MIOPTOB CETEBBIX KOMMYTAaTOpoB. B caMuX KOMMyTaTopax IUTaTHBIH alropuTM OOECHeYMBaeT aBTOMATHYECKOE BOBJICUCHHE B
ceTeBoil 0OMEH JII000T0 MOKITIOYEHHOTO aKTUBHOTO 000PYIOBaHHS.

Bompoc 8. Ommmute cyts araku MAC-Flooding (nepenonnenue Tadnumpsl kommyrtaiu FDB)?

OTBET: Cyrb araku — oTnpaBKa Ha NOPT KoMMyraTtopa Oosbimoro umcia Eth-¢peiliMoB, comepskammx ¢alibIIUBbIE CETEBBIE
nnenrudukaropsl (MAC-agpeca otnpasutens). IlocrosHHoe oOHoBieHne FDB mnpuBoaMT K 3aTHpaHUIO CTapblX 3amuced H
nogaepxxanuro FDB B 3amonneHHoM coctostHuM. OTCYTCTBHE BO3MOXKHOCTU BHECTH (JIETUTHMHYIO» 3alMCh O PEAIbHBIX
ydacTHHKax oomeHa B FDB mpeBparaer KOMMyTaTop B «HEHHTEIJICKTYAIBHBIN Xa0» — ¢ peTpaHCIMpOBaHUEM BCEro OOMEHa Ha Bce
JIOCTYTIHBIE TIOPTHI.

Bonpoc 9. Kako#l caMprii mpocToif MeXaHH3M HPOTHBOAEHCTBHUS HEKOHTPOJIHPYEMOMY MOIKIIOUEeHHI0 K ceTd Ethernet moxuO
HATH Ha WHTEIUIEKTyaJIbHBIX KOMMYyTaTopax?

OTBET: Co3xanue cTaTHYECKHX 3aMKCeil B TaOIUIIe KOMMYTAIIHH.

Bonpoc 10. Ilosicaure cyTh pabOTBI CTaTHUECKUX 3alUCEH Ui MPOTHBOACHUCTBHS HEKOHTPOJIMPYEMOMY IOAKIIOYCHUIO K CETH
Ethernet ?

OTBET: [osiBnenue ctatnyeckkoil 3anucu aenaet cBa3b MAC-aapeca nosryyaTens ¢ ONpeAeIeHHbIM IOPTOM NOCTOSHHOU. B aTOM
cily4ae, NOsIBJIEHHE NyOnupyromield 3amvcu OyIeT HCKIIoYaThes, a o0OpymoBaHME Bcerna OyaeT KOMMYTHPOBATh aJpecyeMble
KaJpbl B CTPOTO ONPENEIECHHBIH MOPT.

MK-2. CnocobeH npuHMNMMaThb y4YacTtue B 3KCcnepTuse U aHanuse y5|3BVIMOCTevl, yrpo3 un MHUMOeHTOB
MH(OpPMaLMOHHON 6e30NaCHOCTU B KOMMNbIOTEPHbIX CUCTEMAX MU CETAX
Bompoc 1. Perraer i NONHOCTBIO MCIIOJIB30BAaHUE CTATHUECKHUX 3aIMCEH MPOOJIEMy HEKOHTPOJIMPYEMOTO MOIKIIOYEHHUS K CETH
Ethernet ?
OTBET: He pemaer. IloakiaroueHne Ha «3aHATHIN» MOPT aOCOJIIOTHO HOBOTO YCTpOMCTBA OYAET BBHIIOJHEHO COTJIACHO INTATHOMY
NrOpPUTMY PabOTHI KOMMYTAaTOPOB C BO3MOXKHOCTBIO ITOCIIEAYIOIIET0 0OMEHa KaJpaMu.
Bormpoc 2. Tosicaute cyTh paboTsl criuckoB poctymna (ACL), mpuMeHseMbIX Ha TopTax kommyTatopoB Ethernet?



OTBET: Mexanu3m ¢uiabTpaliiy MOCTYNAONIMX HAa TOPT KOMMYyTaTopa KaapoB Ethernet cBepsier agpeca oTrnpaBuTesst co CIIUCKOM
ACL u nponyckaet uiu oTOpachiBaeT Kaipbl COTJIACHO Pa3peIIeHUsIM CIIHCKA.

Bompoc 3. Pemaer i1 nmosHOCTBIO Mcnonb30Banue crnuckoB goctyna (ACL) npoOieMy HEKOHTPOIMPYEMOTO MOJIKIIOYEHUS K CETH
Ethernet?

OTBET: Pemaer moyTH HOIHOCTBIO, MOCKOIBKY MEXaHHM3M (HIBTPAN MOXKET 00ecCHeyMBaTh MOCTYIUIGHHWE W JajJbHEHIIYIO
KOMMYTAIHIO TOJBKO KaJpOB OT OIpPENeIIeHHOTO ycTpoiicTBa (¢ ompemeneHHeiM MAC-anpecom). EnmHcTBeHHas mpobiema —
ToJIIeTIKa WiIH QyOsmpoBaHue paspemeHHoro MAC-aapeca ycTpoiicTBa Ha JpyroM YCTpOHCTBE HAPYIIUTENS.

Bompoc 4. Kakne momyssipHbIe TEXHOJIOTHH NPUMEHSIOTCS B KOPHOpaTHBHBIX ceTsix Ethernet 1 nckmodeHUs] MOTEHIMANIBHBIX
«THETeNb)» U 3aLUKINBaHUSA KaJIpoB 7

OTBET: Ilpumensitorcst rexnonoruu STP/RSTP/MSTP, a takke MeToa NCKIIIOUEHHS NIETEIb C UCIIOIb30BaHueM Kaapos ECTP
Bompoc 5. [Nosicuute 3anauy texnonoruu 802.1X B koprnoparuBHbIx cetsix Ethernet ?

OTBET: Texnonorus 802.1X oOecrieunBaeT WACHTUGUKALWIO W AyTEHTU(QHKAIMIO TOAKIIOYAEMBIX K KOPIOPATHBHOW CETH
YCTPOWCTB.

Bompoc 6. Bo3moxkeH 5 mpou3BoibHEIM 0OMeH Kagpamu Ethernet Mexay OKOHEYHBIM YCTPOMCTBOM M KOMMYTaTOpOM,
paboraronmM ¢ nojepxkoit rexxonorun 802.1X ?

OTBET: Ecnmu mopt KxoMMyTaTopa HacTpoeH Ha paboty ¢ moamepkkoil TexHomoruu 802.1X, To mpon3BONbHBEINH 00MEH Kaapamu
HEBO3MOXEH JI0 TIOJIHOTO MTPOXO’KACHHS IPOLETyphl HACHTH(OUKANN ¥ ayTeHTH()HUKAINH TIOAKIFOYCHHOTO YCTPOICTBA.

MK-3. CnocobeH yyacTBOBaThb B paboTax No NPOEKTUPOBaHUIO CUCTEM 3alunTbl MHthopmauun B
KOMMNbHTEPHbLIX CUCTEMAX U CeTAX NpPu peLueHnmn npocbeccworlaanblx, nccnegoBatTenbCKUX U
NpUKNagHbIX 3agav
Bonpoc 1. Yem BBITOZHO HCIIONB30BaHHUE SITHOTO CepBepa ayTeHTH(HKANH (cepBepa 0€30MacHOCTH) ISl KOPIIOPATHBHOI CeTH C

noanepkkoi Texnonoruu 802.1X ?

OTBET: Hcnonb3oBaHue eIWHOrO cepBepa ayTeHTH(UKaAIK (cepBepa OE30MaCHOCTH) MO3BOJSIET O0pa30BaTh CAMHYIO TOUYKY
XpaHeHHs] NICHTU(HUKALMOHHOM 1 ayTeHTH()UKAIMOHHON MH(DOPMALIUH, a TAKXKE AaeT BO3MOKHOCTH KECTKO KOHTPOJIUPOBATH MOPT
U uAeHTH(UKATOP 000PYI0BaHHS, K KOTOPOMY HMOAKIIOUAETCS OKOHEYHOE YCTPOMCTBO.

Bompoc 2. Kakoii mpoTOKoN HCONB3yeTcst [Jisi 0OMeHa TaHHBIMU MEX/y OKOHEUHBIM YCTPOHCTBOM M CETEBHIM KOMMYTAaTOpPOM B
ciydae moAAep KKk TexHojoruu 802.1X?

OTBET: Iloanepxusaercst mpotokoi EAP (Extensible Athentication Protocol) B Bapuante EAP over LAN (EAPoL).

Bomnpoc 3. Kakoif mpoTOKOI UCIIONB3YeTCs T 0OMEHa JaHHBIMH MEXKIY CETEBHIM KOMMYTATOPOM M CEPBEPOM ayTCHTHU(DHKAIINU B
ciy4ae noAaep Kk rexHojoruu 802.1X?

OTBET: INonnepxkusaetcs npotokoia RADIUS.

Bomnpoc 4. Kakue cymecTByIOT penieHHs, TO3BOJIONINE IIABHO HHTETPUPOBATh B paboTy ceTH ¢ TexHomoruen 802.1X okoHeuHBIE
YCTPOWCTBA, HE MTOAICPKUBAOIIIE ATY TEXHOJOTHIO TI0 YMOITYaHUIO?

OTBET: Bo3M0XHOCTh IepeBOia MOpTa KOMMyTaTopa B T.H. «rocteBoi» VLAN npu otcyTcTBun oomena kaapamu EAPoL.

3apaHua pasgena 20.3 peKOMEHAYHTCA K UCNOMb30OBaHUIO MNpuU  npoBeAeHuu
ANarHoCTUYEeCKUX paboT C Lenbio OLEHKW OCTaTOYHbIX pe3yrbTaToB OCBOEHMA AaHHOMW
ANCLUNIINHBI (3HAHUW, YMEHUIN, HAaBbIKOB).



